Wisconsin Department of Revenue:
Opening a Secure Encrypted Email

Wisconsin Department of Revenue



You Will Learn About...
S

e Steps to follow when you receive an encrypted
email — including what to do if you are a first
time user

e Creating or replying to encrypted email
e \Where to go if you have questions



Why Encrypt Email Messages?
G

e Regular email is sent as clear text that could potentially
compromise privacy if intercepted

e ENncrypted email is secure and only users on the system
can send and receive secure messages and attachments

e Sender and recipient can communicate about private
information while following state and federal privacy laws



STEP 1:
You Recelve Encrypted Email

An encriited messaie will look like the examile below

The Encrypted email will be coming from Wisconsin.gov or
Revenue.wi.gov

To Open Encrypted Message click on the Attachment

cisco
G
This is a secure message
HOW TO OPEN
[ | To read this message on desktop, open the securedoe_20190913
=  T184453.html attachment in 2 web browser.
:I' To read this message on a mobile device, forward this message to

mohile@res.cisco.com to receive a mobile login URL.

_

B securedoc_201909.. V



STEP 2:
Open The Attachment

Open the
attachment
named
“securedoc.html”
to go to a site
with instructions
for opening the
message

Sender will have “wisconsin.gov” or “revenue.wi.gov” address

Help

"Christianson. William J - DOR"

From: T i T .
<WilliamJ. Christianson @ wisconsin. gov
Tor
test@test.com i
Tor

Subject: [SEND SECURE]Send Secure Email

Password:

G pebimvee “

If you are a new user, select your email address and
click Open to create an account.

If the Open button does not appear, forward the original
email to mobile@res.cisco.com.

My address 1s not listed



STEP 3:

Click On Open and then Register
|

Help

"Christianson, William J - DOR"

From: <William].Christianson @ wisconsin gov>
To:

test@test.com v
To:

Subject:  [SEND SECURE]Send Secure Email

Password:

- o

If you are a mew user, select your email address and
click Open to create an account.

If the Open button does not appear, forward the original
email to mobile@res.cisco.com.

not listed

YOU ARE NOT REGISTERED

To open this message, you must first register and
create a password.




STEP 4.
Complete Registration Form

B res.csoo.com/websafe/registerTuuid=Bc3c48500000016d2¢39653 10aDE%e8 772 0bbdes

MNEW USER REGISTRATION
" = required field |
emal address test@test.com
First Name*  First Name
Last Name™ Last Nama
Creats a Passward
Passward™ Password Enter a minimum of 8 characters ar numbers,
= Passwords are case-sensitive. Your password
Confirm Password™  Confimm Password must contain both letters and numbers,

[0 7 agrme b0 CRES" s Tirms of Service

Regster

8 res.cisco.com/websafe/custom.action?cmd=enrollstatus

I FINAL STEP: ACCOUNT ACTIVATION

Your Cisco Registered Envelope Service account was

successfully created.
\ Instructions to activate your account have
been emailed to

testi@test.com

Please check your inbox. If you do not see an account
activation email, check your junk email folder.




STEP 5:
You Recelve Registration Confirmation

> New User Registration - Windows Intemet Explorer provided by W1 DOR

o [=] £
| Be Edt Vew Favotes Tods Heb
©‘\_. - Iz'.'£<'3 https://res cisco com/websafe/ cusiom action Temd=enrolistatus j 8 [l % []coogl o

w ok s

|
llllollll English |
CISCO

I NEW USER REGISTRATION

Thanks! You've created a Cisco Registered Envelope

Service account. To complete your registration,

please activate your account.

How to Activate Your Account

Check Your Email

You will soon receive an email message at:
test@test.com Follow the instructions in the

email to activate your account.

To exit this page, close your browser window.

About Terms of Service Privacy Policy Copyrigh

-2009 Cisco Systems, Inc. All rights reserved.




STEP 6:
Click on

“Click here to activate this account”
G

Please activate with CRES Inbor x &
CRES Do Not Reply <DoNotReply@res.cisco.com> 306PM (Ominutes ago) 37

fome »

Activation

Click on
1] Ql I g k h e r e IQ ! Dear Bill Christianson,

Thank you for registering with Cisco Registered Envelope Service.

aﬂm Click here to activate this account,
a! ! ! !! ! n ! To stop the registration process you can gancel this account,

IMPORTANT
To help keep your personal information safe, Cisco recommends that you never give your CRES password to anyone, including Cisco employees.

Welcome to CRES!

To know more about Cisco Registered Envelope Service, see hitps://res. cisco.com/websafe/about
Terms of Service: https://res.cisco.com/websafe /termsOfService

Privacy Policy: http cisco.com/weby/siteassets/legal/privacy.html

Customer suppart: hitps://res.cisco.com/'websafe/help?topic=ContactSupport

B res.cisco.com

I EMAIL ADDRESS CONFIRMED

You have activated the acop
test@test.oom
addire s now complete, To exit this page, closa
window, After exiting this page, return to your

d Envelope and enter your password o open

55




STEP 7:

Enter your new password to open the secure email attachment

"Chrnistianson. William J - DOR”

Hi <William]J Christianson/@wisconsin. gov>
To:

test@test.com v
To:

Subject: [SEND SECURE]Jtest

Password:

gl o

If vou are a new user, select vour email address and
click Open to create an account.

If the Open button does not appear, forward the original
email to mobile @res.cisco.com.

My address 1s not listed

Copvrizht 8 2011-2019 Cizcp Sy=ems. Inc. and'or itz affiliates. All izhts reserved.

If you forgot your password, click on
Open and Forgot Password?

C @ rescisco.com/envelopeopener/MDSOpen.action?mds=9829EDSEN000016D2BD926E3ASBD3835FESDODERIrecipient =bill.christiansonSe40gmail.com&localeUl=en

CRES Envelope Opener

Password:

Forgot password?




STEP 8:
Open the Email Message

Opening Secure Email Message
Click, Reply or Forward to respond using secure send.

E1ETER

':L."'. i‘: ?.[ ¥ NWOTICE: Thes ellctreic mai tranemisioa and any accompdeymee fovements oot mi-rmasine belonsins b the seader which muy be confifernial and legalfy prrvileged. Thes mfoemation is oalr for the

oe oo the mdrvaceal o setity fo ko the elicteonst reail trpsssmission was mssaded. [voo ane oot the intendad recapmet. 2oy diclosnrs. cogring. distibuting, o acting taken in refiance on the onstents of the sfoemation coetai
e tn fhos treseminaion 18 sincfly probibated [Fyos ave recervad thss trammeniaoe 2 2, plegst o ....rl'—";‘_‘.“isc... t‘._!f [rxr;_,i __t




REPLYING TO
AN ENCRYPTED MESSAGE:
@

* B 0Q:

C & resciscocom/enelop

Secured Message

test@test.com

AT

Dake
Subject: [

fest
CONFIDENTIALITY NOTICE: This electromsc mail ransmission and any accompanying documents contain information belonzmg to the sender which may be confidential and legally provileged. This information i oaly for the use of the mdividual or entity t
3 whom this electronic mail transmission was miended. If you are not the mtended recipient, any disclosure, copying, 1. of action taken in reliance on the contents of the information contamed n this transmission 1 strctly probubited. If vou bave recet

ved this transmission in ertor, please immediately contact the sender and delete the message. Thank vou.




REPLYING TO

AN ENCRYPTED MESSAGE:
the sender will receive a secure reply

@"/ - I:ﬂ';'!k‘ https:fres.cisco.comfwebsafe/securareply

o dhe 88' -| % Reply to Sender x | & Internet Explorercannot...l & Secure Registered Env | |

j|%| [ X IGDogIe R-

v E v @ v | hPage v (G Toole v ™

vl
CISCO

Your reply will
be sent through
the Cisco
encryption

system when
you hit send —

\

REPLY TO SENDER Reset Cancel
From: "ju
To: "DOurey, FALISR 1 T L G e IS S I e Y e

subject:  [RE: [SEND SECURE[Test message

Aftachments| (none)

Message:

OM: "Doc
TO: "'julesraes@verizon.net'" <julesraes@verizon.net> j

m| Automatically BCC me on this email.

[ Send me a read receipt when a recipient has opened this email.

This option does not guarantee a receipt will be sent; recipient email applications can sometimes block read receipt
requests.

Send Reset Cancel

ome julesraeswverizon.ner
English =
Help

About Terms of Service Privacy Policy Copyright @ 2001-2009 Cisco Systems, Inc. All rights reserved.




CREATING A ENCRYPTED MESSAGE:

To create a new secure encrypted email through Cisco

portal: https://res.cisco.com/websafe
e

ACCOUNT LOGIN

Email Address

OR

Sign in with Google


https://res.cisco.com/websafe

CREATING AN ENCRYPTED MESSAGE:
You are now ready to compose an email to

a state email address.

/= Compose Message - Windows Internet Explorer provided by W1 DOR 5] x]
File Edit “iew Faworites Tools Help

— —

Ko v [ hipsires cisco.compwebsale/custom action?emd=composehisgblankisg=yes = & [[# ) x]]coagle 2~

»

=

W0 G Composs Messags | I il ™ e =< Bl v G Toal o

alealn el
cisco e

| COMPOSE MESSAGE

Manage Messages

o To:

2] Compose Message |

cc:

[
|
e | Click “Send” when
SRRl | ((©1| ¢ (o (02 TS
your email and
adding any
attachments.

o Note: attachments will also
[ Automatically BCC me on this emal be sent securely.

[~ Send me a read receipt when a recipient has opened this email.

& Edit Profile

(nans)

This option does not guarantee a receipt will be sent; recipient email applications can sometimes block read receipt
requests.

Send

About Terms of Service Privacy Policy Copyright @ 2001-2010 Cisco Systems, Inc. Al rights reserved




WHERE TO GO FOR HELP
@

® Forgot your password?

— Answer your secret questions at the LOGIN screen.
Your password will be sent to you by email.

¢ For additional help:
-~ Go to Cisco’s website at res.cisco.com/websafe



Thank You!
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