Wisconsin Department of Revenue:
Opening a Secure Encrypted Email

Wisconsin Department of Revenue



You Will Learn About...
« "/ /7

e Steps to follow when you receive an encrypted
email — including what to do if you are a first
time user

e Creating or replying to encrypted emalill
e \Where to go if you have questions



Why Encrypt Email Messages?
-

e Regular email is sent as clear text that could potentially
compromise privacy if intercepted

e Encrypted email is secure and only users on the system
can send and receive secure messages and attachments

e Sender and recipient can communicate about private
Information while following state and federal privacy laws



STEP 1.
You Receive Encrypted Emaill

An encrypted message will look like the example below

RE: Dictionary Teskt - Message (HTML)

FEile Edit Wi Inserk Farmak Tools actions Help

—da R2ply i Reply ko All i Forward | —§ il - = | (B3 > @ - - - AF | 8 E

From: o 0 o o 5 0 a 5 Senk: Mon FSI2010 7:57 4
.. Sender will have “wisconsin.gov” or “revenue.wi.gov” address

T

Subjeck: RE: Dicktionary Teskt

Akkachments: £ | securedoc.himl (105 KB)

*ou hawve received a secure message

Read vyour secure message by opening the attachment, securedoc.html. vou will be prompted ta
apen {(view) the file or save (download) it to yvour computer. For best results, sawve the file first, then open it
imn a Wweb browser. For access from a maobile device, forward this message to mobile@res . cisco.carm ta
receive a mohbile login URL.

If vou hawve concerns about the walidity of this message, contact the sender directly.

First time users - need to register atter opening the attachment. For maore information, click the fallowing

Help link.
Help - https:Afres cisco.comswebsafeshelprtopic=ReqgEnwvelope
About Cisco Registered Envelope Serwvice - https:Afres . cisco.comswebsafesabout

Link to Help




STEP 2:
Open The Attachment

RE: Dictionary Test - Message (HTML)

Eile Edit Wigm Inserk Formak Tool= Ackions Help

i Reply | (o8 Reply to All | i Forward | =5 A | v | oA | A K| e - - N @ B

rom: g 1 o 0 o T 5 0 =1y 8

™™™ Sender will have “wisconsin.gov” or “revenue.wi.gov” address ~
[

Subject: RE: Dictionary Test

Atbachments: £ | securedoc, hitml {105 KE)

Open the

Read your secure message by opening the attachment, securedoc.html. vou will be prompted to
named open (wiew) the file or save (download) it to your computer, For best results, save the file first, then open it

ima webh browser., For access from a mobile device, forward this message to mobile@res.cisco.com ta
1 d h |H
securedoc.htm

You have received a secure message

receive a mobile login URL.

If you have concerns about the validity of this message, contact the sender directly.

to go to a Slte First timme users - need to register after opening the attachment. For more information, click the following
Help link.
o o o Help - https:Afres. cisco. comswebsafeshelp?topic=ReqgEnvelope
Wlth Instructlons About Cisco Registered Envelope Service - https:/fres.cisco.comswebsafefabout

for opening the
message

Link to Help




STEP 3:
Click On REGISTER

Mail from the Click on
Department of “ ”
Revenue will / REGISTER
always have to create

our logo your

account



STEP 4.
Complete Registration Form

% https:/fres cisco.compwebsafe/register?uuid={2db?697000001 29dc932bf7 clabbedfel d549c4

Mew User Registration | |

I NEW USER REGISTRATION

* = required field

Enter Personal Information

Email Address

Language IEninsh l
Create e

Last Name* [

password ————> e

Password” |

Confirm Password™® I

Security phrase — . e e |

¥ Enable my Personal Security Phrase.

Select 3 Security Questions

an d th r e e You will be asked these questions in the future if you forget your password. -

Question 1% ISeIect a question___

security

Confirm Answer

guestions

Answer

Confirm Answer

Question

Answer

Confirm Answer

About Terms of Service Privacy Policy Copyright @ 2001-2009 Cisco Systems, Inc. All rights reserved. —

[P ("= T [+1nn=: - _,




STEP 5.
You Recelve Registration Confirmation

5 New User Registration - Windows Intemet Explorer provided by Wi DOR
J Fle Edt View Favoites Tools Help
J Links -'l Google « MapQuest . Scroogle Scraper The Tech Terms Computer Dictionany VO Google Desktop E Dictionany g Intellicast - Weather Active Map

@" - I'c'.'é'<'3 https:/res.cisco .com/websafe,/custom action Pemd=enrollstatus

vy e oy - omh -

N
CISCO

I NEW USER REGISTRATION

Thanks! You've created a Cisco Registered Envelope
Service account. To complete your registration,
please activate your account.

How to Activate Your Account

Check Your Email

You will soon receive an email message at:
pu

@ .com. Follow the instructions in the
email to activate your account.

To exit this page, close your browser window.

About Terms of Service Privacy Policy Copyright @ 2001-2009 Cisco Systems

=

IEninsh vl

. Inc. All rights reserved.



STEP 6:
Click on
“Click here to activate this account”

J File Edt Mew Favortes Tools Help
J Links -' Google a MapQuest Scroogle Scraper The Tech Terms Computer Dictionary @ Google Desktop ﬁ Dictionary g Intelicast - Weather Active Map

;v Ié‘ hitp://mail Sw?Nh.EM.ELVQY Riduisw ECFEw CLPST.BILJ P~
h CRES
[~ Reply |[<] Reply All|[=2 Forward |[@ Delete| [+ Previous|[ X Close|[ » Next| [Accept]|[Decline|[Delegate| | Op ]
From: CRES Do Not Reply <DoNotReply@res cisco com>
To:
Ce:
Received: 2010.08.12 09:02
Subject: Please activate with CRES
Attachments:
Activation

Click on ,

Thank you for registering with Cisce Registered Envelope Service. To complete your registration, you must confirm your intent to register and your acceptance of the Terms of
Service by activating your account.

14 -
Click hereto o ...=m—"

You can also activate this account by going to <https://res.cisco.com/websafe/activate> and entering this confirmation number: 0736b54c000001236696886ec0a86escdte2dlid

. .
aCt I V at e t | l I S To stop the registration process you can cancel this account.

Click here to cancel this account.

1
aC C O u I I t You can also cancel this account by going to <https://res.cisco.com/websafe/cancelActivation> and entering this cancellation number:
0736b54c0000012a6696886ec0ad6e8cd6e2dlld

IMPORTANT
To help keep your personal information safe, Cisco recommends that you never give your CRES password to anyone, including Cisco employees.

Welcome to CRES!

To know more about Cisco Registered Envelope Service, see hitps://res cisco.com/websate/about
Terms of Service: https://res.cisco.com/websafe/termsOfService
Brivacy Policy: hitp://waw.ironport.com/privacy/ |

———— Content & Policy Scan by M+ Guardian ————
Millions of safe & clean messages delivered daily ;l

Done ,_,_,_,_,_,_‘Q Intemnet HI00% - g




STEP 7:
Enter Your Password

Enter your
Password —

If you forgot your password, click on the link



STEP 8:
Open the Emalil Message

For future emails, you will only need
to click on securedoc.html, the
attachment or View...and then enter
your password.



REPLYING TO
AN ENCRYPTED MESSAGE:

/

Click on “Reply”



REPLYING TO

AN ENCRYPTED MESSAGE:
the sender will receive a secure reply

@A - I;'.'.l'!l; https:/fres cisco.compwebsafe/secureraply j D [[#2]]x IGDDg|B R

= = o »
w3 ke 88' v| il Fieply to Sender X | & Internet Explorercannot...l /& Secure Registered Env...l | 2 v B v @ v b Page v & Taols v

| I 1l I I Welcome ;I
' ' ' - English -
CIsCoO lg—H_EIE

I REPLY TO SENDER Reset Cancel

From:
To:

Subject: |RE: [SEND SECURE]Test message

Your reply WI” AHACIMENES] (none)
be sent through
the Cisco
encryption

SyStem When/ r juczc::mati;a\l'_« BCC mx; on this email. ) 7 LI
you hit send

__________ riginal Message:

T Send me a read receipt when a recipient has opened this email.

This option does not guarantee a receipt will be sent; recipient email applications can sometimes block read receipt
requests.

Send Reset Cancel

About Terms of Service Privacy Policy Copyright @ 2001-2009 Cisco Systems, Inc. &ll rights reserved.




CREATE AN ENCRYPTED MESSAGE:
You can create a secure encrypted email

throuah the Cisco sxstem.

O~

STEP 1:
Go to the Cisco system website:
res.cisco.com/websafe

STEP 2:
Enter your email address
\ and password



CREATE AN ENCRYPTED MESSAGE:
You are now ready to compose an email to
a state email address.

Click “Send” when
you are done writing
your email and
adding any
attachments.

o Note: attachments will also
- Automatical \ 8CC me on th c email be sent securely.

This option does not guarantee a receipt will be sent; recipient email applications can sometimes block read receipt




WHERE TO GO FOR HELP

e Forgot your password?

— Answer your secret questions at the LOGIN screen.
Your password will be sent to you by email.

e For additional help:
-~ Go to Cisco’s website at res.cisco.com/websafe




Thank You!
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