Wisconsin Department of Revenue:
Opening a Secure Encrypted Email

Wisconsin Department of Revenue



You Will Learn About...
S

e Steps to follow when you receive an encrypted
email — including what to do if you are a first
time user

e Creating or replying to encrypted email
e \Where to go if you have questions



Why Encrypt Email Messages?
G

e Regular email is sent as clear text that could potentially
compromise privacy if intercepted

e ENncrypted email is secure and gnly users on the system
can send and receive secure messages and attachments

e Sender and recipient can communicate about private
information while following state and federal privacy laws



STEP 1:
You Recelve Encrypted Email

An encriited messaie will look like the examile below

The Encrypted email will be coming from Wisconsin.gov or
Revenue.wi.gov

To Open Encrypted Message click on the Attachment

N

Link to Help



STEP 2:

Oﬂen The Attachment

Sender will have “wisconsin.gov” or “revenue.wi.gov” address

Open the
attachment
named
“securedoc.html”
to go to a site
with instructions

for opening the
message

Link to Help



STEP 3:

Click On Open and then Register
|

YOU ARE NOT REGISTERED

To open this message, you must first register and
create a password.




STEP 4:
Complete Registration Form



STEP 5:
You Recelve Registration Confirmation
O



STEP 6:
Click on

“Click here to activate this account”
G

Please activate with CRES Inbor x &
CRES Do Not Reply <DoNotReply@res.cisco.com> 306PM (Ominutes ago) 37
fome =

Activation

Click on
1] Ql I g k h e r e IQ ! Dear Bill Christianson,

Thank you for registering with Cisco Registered Envelope Service.

aﬂm Click here to activate this account,
a! ! ! !! ! n ! To stop the registration process you can gancel this account,

IMPORTANT
To help keep your personal information safe, Cisco recommends that you never give your CRES password to anyone, including Cisco employees.

Welcome to CRES!

To know more about Cisco Registered Envelope Service, see hitps://res. cisco.com/websafe/about
Terms of Service: https://res.cisco.com/websafe /termsOfService

Privacy Policy: http cisco.com/weby/siteassets/legal/privacy.html

Customer suppart: hitps://res.cisco.com/'websafe/help?topic=ContactSupport




STEP 7:

Enter your new password to open the secure email attachment

If you forgot your password, click on
Open and Forgot Password?

C @ rescisco.com/envelopeopener/MDSOpen.action?mds=9829EDSEN000016D2BD926E3ASBD3835FESDODERIrecipient =bill.christiansonSe40gmail.com&localeUl=en

CRES Envelope Opener

Password:

Forgot password?




STEP 8:
Open the Email Message

Opening Secure Email Message
Click, Reply or Forward to respond using secure send.



REPLYING TO

AN ENCRYPTED MESSAGE:
@



REPLYING TO

AN ENCRYPTED MESSAGE:
the sender will receive a secure reply

Your reply will
be sent through
the Cisco
encryption
system when
you hit send



CREATING A ENCRYPTED MESSAGE:

To create a new secure encrypted email through Cisco

portal: https://res.cisco.com/websafe
e



https://res.cisco.com/websafe

CREATING AN ENCRYPTED MESSAGE:
You are now ready to compose an email to

a state email address.
L

Click “Send” when
you are done writing
your email and
adding any
attachments.

Note: attachments will also
be sent securely.



WHERE TO GO FOR HELP
@

® Forgot your password?

— Answer your secret questions at the LOGIN screen.
Your password will be sent to you by email.

¢ For additional help:
-~ Go to Cisco’s website at res.cisco.com/websafe



Thank You!
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